MARK R. WARNER COMMITTEES:

YIRGINIA

FINANCE

BANKING, HOUSING, AND
URBAN AFFAIRS

Mnited States Senate

RULES AND ADMINISTRATION

March 14, 2014

Ms. Joyce K. Frank

Office of Congressional and Intergovermental Relations
Environmental Protection Agency

1200 Pennsylvania Avenue, NW

Room 3426 ARN

Washington, DC 20460

Dear Ms. Frank,

[ have recently been contacted by Mrs. of Deltaville, Virginia
and M~r . of Fort Belvoir, Virginia. At..cieu pvas€ find copies of their
correspouueiny. 1 would appreciate it if you could look into this matter and provide me
with an appropriate response. Thank you.

Sincerely,

MARK R. WARNER
United States Senator
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Date: 1/2214
Senator Warner,

Will convicted EPA employee John Beale, who committed a crime against the American public, receive
full pension and retirement benefits?
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sambonluck@yahoo.com
oleblued@gmail.com
sambon@doglover.com
sambon@animail.net
famerblue@msn.com

Date: 1/2/2014
EPA - JOHN BEALE FIASCO.....

Frankly, I don’t think this is a laughing matter - like the comedians out here seem to think. The fact that
this happened with the EPA - leads me to believe that not only was Bush thinking this Agency is a JOKE
- but, SADLY - OBAMA DOES TOO. Exactly what is going on in DC - ALL of you are becoming a
SAD JOKE!!!!

Come on - this has been going on since 2000!

A very sad day for this Country - and THE PLANET!!!
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The Honorable Mark R. Warner
United States Senate
Washington, DC 20510

Dear Senator Warner:

Thank you for your letter of March 14, 2014, to the U.S. Environmental Protection Agency
expressing concerns from a constituent about the receipt of a federal pension by former EPA
employee and convicted felon, John Beale. The EPA’s Administrator has asked that I respond to
your inquiry.

Mr. Beale retired from the agency in April 2013 prior to charges filed by the US Attorney for the
District of Columbia and his ultimate conviction in September 2013. In the aftermath of the
conviction of Mr. Beale, the agency did explore what, if any, opportunities existed to prevent
receipt of his federal annuity.

The Office of Personnel Management governs matters involving federal annuities. According to
OPM regulations contained in 5 CFR Section 8312, an employce is entitled to his annuity unless
convicted of one of scveral offenses directly related to treason or espionage. While the
government could not cancel Mr. Beale’s annuity due to his fraud, he has repaid to the U.S.
Treasury nearly $900,000 and forfeited over $500,000 to the taxpayers as an additional penalty.
The EPA is also continuing to work to recover money from Mr. Beale for the periods not
addressed by his plea agreement.

Again, thank you for your letter. If you have further questions, plcase contact me or your staff
may contact Ms. Christina Moody in the EPA’s Office of Congressional and Intergovernmental
Relations at moody.christinal@epa.gov or (202) 564-0260.

Sincercly,
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Craig E. Hooks
Assistant Administrator
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RULES AND ADMINISTRATION

March 31, 2014

Ms. Joyce K. Frank

Office of Congressional and Intergovermental Relations
Environmental Protection Agency

1200 Pennsylvania Avenue, NW

Room 3426 ARN

Washington, DC 20460

Dear Ms. Frank,
I have recently been contacted by . . of Harrisonburg, Virginia.
Attached please find a copy of that correspondence. [ wouiu appreciate it if you could

look into this matter and provide me with an appropriate response. Thank you.

Sincerely,

ok € Moo

MARK R. WARNER
United States Senator

MRW/Im
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Date: 2/24/2014
EPA Region 2 Administrator Judith Enck has been found using her private email account to

communicate to environmental activists about securing government funding, getting meetings with high-
level officials and attending events.

This is against the rules of the EPA and is a way to avoid transparency requirements of the agency.

Judith Enck should be terminated as a government employee immediately.

Hatnisonourg, VA



So=a UNITED STATES ENVIRONMENTAL PROTECTION AGENCY
5 M‘ WASHINGTON, D.C 20460

OCT 1 4 2014

OFTICE OF CONGRESLIONAL
AND INTERGOVERNMENTAL RLLATIONS

I'he Honorable Mark R, Warner
United States Senate
Washington, D.C. 20510

Dear Senator Warner:

Thank vou for your March 31, 2014 letter on behalt of Mr. i Harrisonburg. Virginia
regarding the use ol a personal email account by EPA Region 2 Aumastrator Judith A. Enck.

Your constituent may be interested in reviewing the enclosed ULS. Environmental Protection Agency
Oftice of Inspector General (O1G) audit report, Congressionally Requested inquiry Inio the EPA's Use
of Private and Alias Email Accounts (Report No. 13-P-0433). This audit was the result of a
congressional request made by the US. House of Representatives Committee on Science, Space. and
Technology.

The OIG “found no evidence that the EPA used, promoted or encouraged the use of private “non-
voverninental” email accounts to circumvent records management responsibilitics or reprimanded,
counseled or took administrative actions against personnel for using private email or alias accounts for
conducting official government business.”™

It vou have further questions. please contact me. or vour statf may contact Tom Dickerson in my ollice

Sincerely., 2 W

Laura Vaught
Associate Administrator

at dickersontomeg epagon or (202) 504-3038.
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ahas email accounts have been used by prior EPA Administrators given the large
volume of emails sent to their public EPA accounts,

Agency Record Management

The EPA manages its ofticial records through its National Records Management
Program (NRMP). The Office of Information Collection within the EPA s Office
of Environmental Information oversees the NRMP. ‘The agency records officer is
responsible for leading the NRMP in accordance with the EPA policy,
procedures, and federal statutes and regulations. The agency records management
program lists the following as the agency records officer's responsibilities:

* Developing an overall records management strategy.

* Producing and updating EPA records management policies. procedures,
standards and guidance.

¢ Cooperatung with other units in developing policies and guidance on the
application of technology to records management.

* Conducting specialized briefings on records management.

* Assisting records programs across the agency with advice and technical
expertise.

Noteworthy Achievements

The LPA took steps to improve its records management practices. For example.
the EPA created a records policy to provide guidance to personnel on the roles
and responsibilities pertaining to records management. In addition, in fiscal vear
2009 the I'PA declared clectronic content management an agency-level
weakness. In its fiscal year 2012 Agency Financial Report, the EPA stated that it
has either completed or initiated the following corrective actions to address this
ageneyv-level weakness:

» Listablished a new Quality Information Council Llectronic Content
Subcommittee.

¢ Developed a charter for the subcommittec.

¢ [stablished two enterprise-wide workgroups under the subcommittee.

¢ Developed interim procedures to address the storage and preservation of
electronically stored information.

¢ [aunched two pilot projects to evaluate tools for eDiscovery and the
management of email records. The results of the pilot projeets will be used to
inform the subcommittee’s decisions on future policy or tool implementation.

[he agency has also stated that it will develop a validation strategy to assess the
effectiveness of various activities undertaken to redress the identified weakness.
The validation strategy will consist of processes that allow the agency to review
and determine whether policies and tools are being implemented and utilized.

13-P-0433






records management practices. We did not receive 4 response from these two
former employees on our requests for interviews.

We {ollowed up on the status of recommendations made by the U.S. Government
Accountability Office (GAO) in its report National Archives and Selected
Agencies Need 1o Strengthen Email Management {GAO-08-742). issued

June 2008, The report recommended that the EPA:

e Revise the agency’s policics to ensure that they appropriately reflect
NARA’s requirement on instructing staff on the management and
preservation of email messages sent or received from nongovernmental
email svstems.

e Develop and apply oversight practices. such as reviews and monitoring of
records management training and practices. that are adequate 1o ensure
that policies are eftective and staft are adequately trained and
implementing policies appropriately.

The GAO noted that the EPA was in the process of improving the implementation
of its electronic content management system in order to collect federal records
within the agency’s email system.

13-P-0433
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correspond with the EPA. bach of these additionally assigned email accounts
could potentially contain federal records or other documents subject to Freedom
of Information Act requests or litigation holds. Our audit disclosed that these
secondary email accounts present risks to the ageney's records management
clforts if they are not searched to preserve federal records.

In addition to needed improvements over internal controls surrounding secondary
¢mail accounts. more oversight is needed to strengthen policies and procedures
regarding the use of private email accounts, processes for training employees and
contractors on their records management responsibilities. and practices for
preserving records when employees depart the agency. The EPA should also ensure
that it implements a tool to create records directly from its new email svstem.

The EPA Lacks Records Management Policies and Procedures
Regarding Private Email Account Usage

{he EPA lacks consistent practices regarding what steps employees should take to
preserve federal records when they use private email accounts for conducting
government business. Instead. in October 2012, in response to increased attention
brought on the agency due to media articles and inquires into the EPA records
retention practices, EPA officials placed an alert on its Intranct advising employees
the following:

“De not to use any cutside mail systems o conduct official Agency
business. If, during in an emergency. you use a non-FEPA email
systent. vou are responsible for ensuring that any email records and
attachments are saved in vour offices” recordkeeping svstem.”

Title 36 CFR Chapter X11 - National Archives and Records Administration.

Part 1236. states that agencies that allow emplovees 1o send and receive official
clectronic mail messages using a svstem not operated by the agency must ensure
that tederal records sent or received on such systems ace preserved in the
appropriate agency recordkeeping system.

The EPA had not developed or implemented policies or procedures regarding the
preservation ot ematl messages sent or received from private email systems.
Whilc the EPA alert advises emplovees not 1o use outside email systems o
conduct ofticial business. the alert does not instruct employees on the
management and preservation of email messages sent from outside email systems
if it were 10 oceur. Scenior agencey officials and office representatives cited reasons
why the complete nonuse of personal electronic equipment (which includes
computers, mobile devices and email accounts) when the employee is not within
the office is not practical.

Senior agency officials and office representatives noted as one reason the
proliferation of personal mobile devices that are not allowed access to the ageney's
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management training in fiscal years 2007 and 2009. While the trainine discussed
creating records within government email svstems. neither of these two training
courses addressed the usage of private email accounts to conduct official
government business. The training also has not been updated to place emphasis on
creating records when employees are assigned secondary email accounts. The
agency plans to incorporate the use of private or sccondary email accounts in
future training courses to fulfill the OMB training requirement to inform
cmployees of their records management responsibilitics. However the ageney has
not established a firm date for when it would develop or offer the training course.,

The EPA*s NRMP did not establish controls to ensure consistent training of
records management responsibilities within the regional and program offices or
ensure employces with specific NRPM responsibilities took available training.
We noted that the EPA created an organizational structure for its records
management program with clearly defined roles and responsibilities. The EPA
also has training available for agency records officers, liaisons and coordinators.
However, the agency lacked processes to ensure the structure functioned as
intended and specialized training was taken when needed.

According to a program office records liaison officer, the officers rely upon the
headquarters NRPM official to provide training for them to use to train their
personnel. Records liaison officers could not provide records to show how many
personnel within their offices were trained on records management
responsibilitics in gencral or specifically trained on the office’s policy on using
personnel ematl accounts when conducting official government business. Our
interviews also disclosed that the agency relies upon the records liaison officers to
take additional training to carry out their delegated duties and the agency does not
monitor whether the records liaison otficers ook training.

The lack of consistent records management training increases the risk that agency
employees neither understand nor fully comply with federal records management
requirements. This also has led to records management training, when given,
being delivered in an ad hoc and informal manner with no measure o ensure the
information reached the specified target audience. As such. we believe the ageney
has limited assurance that all applicable personnel are trained on records
management responsibilities. and raises questions as to whether any provided
training was delivered in sufficient frequency to ensure personnel could
appropriately carry out their responsibilities,

The EPA Lacks Practices for Collecting and Preserving Records for
Employees Separating From Regional Offices

The EPA lacks internal controls to ensure that regional offices consistently collect
and preserve clectronic records for separating employees. Our audit disclosed that
regional offices lacked processes tor notifying individuals with records
management responsibilities about employee separation from the agency. 1o






























records, both created and received on these accounts and are subject 1o the current agency
disclosure policies for responding to information requests. In addition, the report does not
indicate in the Scope and Methodology section that statf members who manage the

secondary official government account assigned to the Administrator were consulted during this
audit. [ believe that these individuals mav provide valuable additional information about existing
practices and procedures for capturing and producing records from these accounts to ensure the
agency complics with preservation and disclosure requirements.

Finally, while the agency agrees with many of the recommendations in the report, some of the
recommendations (specifically 3 and 4) go beyond the issue of "Private and Alias” email account
usage. As vou can see from the information detailed above, these recommendations relate to
issues already identified and actively being addressed by the EPA's Office of Environmental
Information (OEI).

Our response to your recommendations is attached.

We look forward to discussing this report with you and to working with your office to improve
EPA's records management program. If you have any questions regarding this response, please
contact John Ellis. Agency Records Officer, of the Office of Information Collection/Collection
Strategies Division/Records and Content Management Branch on (202) 566-1643.

Attachment

ce! Vaughn Noga
Andrew Battin
Jett Wells

John Moscs
Iirin Collard
Tohn Ellis
Scott Dockum
Rrenda Young
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This should include ensuring that:

a. Locations’ out-processing
procedures contain practices
where notitications are sent to
individuals with records
management responsibilities in a
timely manner to aid in capturing
clectronic records from separating
employees. (page 11)

does not appear 10 specifically
relate to private or secondary

- email accounts, the procedure will
~include a requirement that

- Records Liaison Officers, Records
. Contacts and Document Control

- Staff are notified 2 weeks in

. advance of an employec's

| separation, when possible. This

- will alert the staff with specific

| records management

' responsibilitics to aid separating

staff in capturing their records.

4. b. Locations include steps to have
emplovees search for potential
records residing within alias email
accounts that the emplovee ;
manages or on other efectronic
media devices within the
employee’s control. (page 11)

- EPA"s National Records
. Management Program, via the

Quality and Information Council's
agency-wide Records Workgroup,

cand OARM will include in the

separation process and procedures,

! sleps to have employees search for
; potential records residing within

' the secondary or group ematil

- accounts that the employee

manages. A checklist will also be
provided which will include all
possible Tocations where records
(paper and clectronic) might be
found.

4. ¢. Locations have special out-
processing procedures that contain
a method for colleeting records
from departing employces during
the holiday season or times of
limited statfing. (page 11

Although this reccommendation

does not appear to specifically
relate to private or secondary
ematl accounts, the EPA’S
National Records Management
Program. via the Quality and
Information Council’s agency-
wide Records Workgroup. and
OARM will include in the
separation procedure safeguards to
ensure that separating employee

information is captured during the

holiday season and other times of
limited staffing.

Q

4. d. Locations update their locally
developed out-processing
checklist to ensure an area exists
for where records managers can |
note their records management
| certifications as required by
agency policy. (page 12)

i
i
1

Although this recommendation
does not appear to specifically
relate to private or secondary
cmail accounts. the EPA'S
National Records Management
Program and OARM will include
in the separation process and
procedures an out-processing
checklist to ensure an area exists

Ql
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Appendix B

Distribution

Office of the Administrator

Assistant Administrator for Environmental Information and Chief Information Otficer
Agency Follow-Up Official (the CIFO)

Agency Follow-Up Coordinator

General Counsel

Associate Administrator for Congressional and Intergovernmental Relations
Associate Administrator for External Affairs and Environmental Education

Principal Deputy Assistant Administrator for Environmental Information

Director, Office of Information Collection, Office of Environmental Information
Deputy Director. Office of Information Collection. Oftice of Environmental Information
Audit Follow-Up Coordinator. Office Environmental Information
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alias email accounts have been used by prior EPA Administrators viven the large
volume of emails sent to their public EPA accounts.

Agency Record Management

I'he EPA manages its official records through its National Records Management
Program (NRMP). The Office of Information Collection within the EPA's Office
of Environmental Information oversces the NRMP. The agency records officer is
responsible for leading the NRMP in accordance with the EPA policy,
procedures, and federal statutes and regulations. The agency rccords'managcmcnl
program lists the following as the agency records officer's rcsponsibilities?

* Developing an overall records management strategy.

* Producing and updating EPA records management policies, proce
standards and guidance.

* Cooperating with other units in developing policies and guidance
application of technology to records management.

+ Conducting specialized briefings on records management.

¢ Assisting records programs across the agency with advice and tec
expertise.

Noteworthy Achievements

The EPA took steps to improve its records management practices. For ex;
the LLPA created a records policy to provide guidance to personnel on the
and responsibilities pertaining to records management. In addition. in fisc
2009. the EPA declared clectronic content management an agency-level
weakness. In its fiscal vear 2012 Agency Financial Report. the EPA state
has either completed or initiated the tollowing corrective actions to addre
agency-level weakness:

e [stablished a new Quality Information Council Llectronic Conten
Subcommitlee.

e Developed a charter for the subcommittee,

e [stablished two enterprise-wide workgroups undcer the subcommit

e Developed interim procedures to address the storage and preserva
clectronically stored information.

» Launched two pilot projects to evaluate tools for eDiscovery and t
management of email records. The results of the pilot projects wil
inform the subcommittee’s decistons on future policy or tool impl

The agency has also stated that it will develop a validation strategy to ass:
effectiveness of various activities undertaken to redress the identified wez
The validation strategy will consist of processes that allow the agency to
and determine whether policies and tools are being implemented and utili

13-P-0433






records management practices. We did not receive a response from these two
former employees on our requests for interviews.

We followed up on the status of reccommendations made by the U.S. Government
Accountability Office (GAQ) in its report Narional Archives and Selected
Agencies Need 1o Strengthen Email Management (GAO-08-742). issued

June 2008. The report recommended that the EPA:

¢ Revisc the agency’s policies to ensure that they appropriately reflect
NARAs requirement on instructing staff on the management and
preservation of email messages sent or reccived from nongovernmental
email systems.

e Develop and apply oversight practices, such as reviews and monitoring of
records management training and practices. that are adequate to ensure
that policies are effective and statf are adequately trained and
implementing policies appropriately.

The GAO noted that the EPA was in the process of improving the implementation

of its electronic content management system in order to collect federal records
within the agency's email systen.

13-P-0433
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correspond with the EPA. Each of thesc additionally assigned email accounts
could potentially contain federal records or other documents subject to I'reedom
of Information Act requests or litigation holds. Our audit disclosed that these
secondary email accounts present risks to the agency’s records management
efforts if they are not searched to preserve federal records, )

In addition to needed improvements over internal controls surrounding secondary
email accounts. more oversight is needed to strengthen policies and procedures )
regarding the use of private email accounts, processes for training employees and
contractors on their records management responsibilities. and practices for
preserving records when employees depart the agency. The EPA should also ensure
that it implements a tool to create records directly from its new email system.

The EPA Lacks Records Management Policies and Procedures
Regarding Private Email Account Usage

The EPA lacks consistent practices regarding what steps employees should take to
preserve federal records when they use private email accounts for conducting
government business. [nstead. in October 2012, in response (o increased attention
brought on the agency due to media articles and inquires into the EPA records
retention practices, EPA officials placed an alert on its Intranet advising emplovees
the following:

“Do not to use any outside mail systems to conduct official Agency
business. [f. during in an emergency. vou use a non-EPA email
systenm, vou are responsible for ensuring that any ¢email records and
attachments are saved in vour offices’ recordkeeping system.”

Title 36 CFR Chapter XII  National Archives and Records Administration.
Part 1236, states that agencies that allow employees to send and receive official
clectronic mail messages using a system not operated by the agency must ensure
that federal records sent or received on such systems are preserved in the
appropriate agency recordkeeping system.

The EPA had not developed or implemented policies or procedures regarding the
preservation of email messages sent or reecived from private email systems.
While the EPA alert advises employees not to use outside email systems 1o
conduct official business, the alert does not instruet emplovees on the
management and preservation of email messages sent from outside email systems
if it were to occur. Senior agency officials and office representatives cited reasons
why the complete nonuse of personal clectronic equipment (which includes
computers. mobile devices and email accounts) when the employee is not within
the office is not practical.

Senior agency officials and office representatives noted as one reason the
proliferation of personal mobile devices that are not allowed access to the agency’s
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Mmanagement training in fiscal vears 2007 and 2009. While the training discussed
creating records within government email systems. neither of these two training
courses addressed the usage of private email accounts to conduct official
government business. The training also has not been updated to place emphasis on
creating records when employees are assigned secondary email accounts. The
agency plans to incorporate the usc of private or secondary email accounts in
future training courses to fulfill the OMB training requirement to inform
employeces of their records management responsibilities. However the agency has
not established a firm date for when it would develop or offer the training course.

The EPA’s NRMP did not establish controls to ensure consistent training of
records management responsibilities within the regional and program offices or
ensure employees with specific NRPM responsibilities took available training.
We noted that the :PA created an organizational structure for its records
management program with clearly defined roles and responsibilities. The EPA
also has training available for agency records officers, liaisons and coordinators.
However. the agency lacked processes to ensure the structure functioned as
intended and specialized training was taken when needed.

According to a program office records liaison ofticer, the officers rely upon the
headquarters NRPM official to provide training for them to use to train their
personnel. Records liaison officers could not provide records to show how many
personnel within their offices were trained on records management
responsibilities in general or specitically trained on the office’s policy on using
personnel email accounts when conducting official government business. Our
interviews also disclosed that the agency relies upon the records liaison officers to
take additional training to carry out their delegated duties and the agency does not
monitor whether the records liaison officers took training.

The lack of consistent records management training increases the risk that agency
employees ncither understand nor fully comply with federal records management
requirements. This also has led to records management training, when given,
being delivered in an ad hoc and informal manner with no measure to ensure the
information reached the specified target audience. As such, we believe the agency
has limited assurance that all applicable personnel are trained on records
management responsibilities, and raises questions as to whether any provided
training was delivered in sufficient frequency to ensure personnet could
appropriately carry out their responsibilities.

The EPA Lacks Practices for Collecting and Preserving Records for
Employees Separating From Regional Offices

The EPA lacks internal controls to ensure that regional offices consistently collect
and preserve electronic records for separating employvees. Our audit disclosed that
regional offices lacked processes for notifying individuals with records
management responsibilities about employee scparation from the agency, to






Without effective employee separation processes that ensure identification and
collection of agency records from all clectronic media used for collection and
storage. the EPA risks losing historical records that support

human resource offices are signing off that agencey records

though they were not in a position ta know this information

also left regional counsels with insufficient time to have em

ensure that all records are preserved for ligation holds. and

prompt emplovees to search for records that mav be contain

accounts, flash drives and external hard drives.

The EPA Lacks Tool to Place Email in Its Electroni
Management System for Its New Email System

The EPA deployed its new email system without the capabil
system records in its clectronic content management svstem
GAO noted that email records retention in the EPA was prin
system and noted that the EPA developed an oversight plan

records management survey tool.

Subsequent to the GAO report, in fiscal year 2009, the EPA
content management an agency-level weakness. In its fiscal
Financial Report, the EPA noted that inconsistencies in how
maintained and stored have started to impact critical process
¢lectronic records management. The EPA cited as part of its
that it would launch two pilot projects to evaluate tools for e
management of email records.

I'he EPA implemented its new email system without providi
cmployees to create federal records in the ageney's ¢lectroni
svstem. During the past 4 fiscal vears, the EPA has been tak:
corrective actions to close out the clectronic content manage
weakness by the projected completion date of tiscal vear 20]
information on the agency’s electronic content management
directed 1o print and file email records until an clectronic col
system is in place to store records. However, the website pre
as to when the EPA would provide a solution for creating fe
new email svstem. We believe that the EPA will not be ina-
the agency-level weakness by its projected fiscal year 2013 «

Agency Actions Prior to Issuance of Final Report

On June 28, 2013, the EPA issued Interim Records Manager
CIO 2155.2. This policy states that official agency business

tforemost be done on official EPA information systems (e.¢..
messaging, computer work stations, and shared service solut
specifics that the record creator must ensure that any usc of
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d. Locations update their locally developed out-processing checklist
to ensure an area exists for where records managers can note their
records management certitications as required by agency policy.

- ~ v ’

5. bstablish a revised date for when the EPA will implement an
clectronic content management tool to capture email records within the
agency’s new cmail systen.

Agency Response and OIG Evaluation

The agency provided a corrective action plan with milestones to address all the
report recommendations. The agency completed corrective actions associated with
recommendations 1 and 2 and the OIG considers these recommendations closed.
Recommendations 3. 4 and S arc considered open with corrective actions pending.

Although the EPA agreed to perform corrective actions for our recommendations,
the agency believed the report did not:

* Recognize the distinction between secondary accounts used by EPA
Administrators for a specific purpose and secondary email accounts used
for purposes such as sending out mass cmail notifications, transmitting or
receiving documents in support of special projects, or linking the email
account to an agency publicly available website 1o provide the public with a
methaod to correspond with the EPA.

o Reflect the issuance of the EPA Interim Records Management Policy
CIO 21552 on June 28, 201 3. which strongly discourages the use of private
non-LPA email accounts

Our audit disclosed that the agency uses secondary email accounts similarly
throughout the I'PA. These secondary email accounts can send and reccive email
messages as well as create records that could be subject to Freedom of Information
Act or litigation requests. The ageney also had not implemented policics that make
distinctions between secondary email accounts used by senior agency official and
sccondary ecmail accounts used for other purposes. As such, we made no
differentiation between these accounts during our audit. Our audit disclosed that
secondary email accounts pose risks to the agency and the EPA should take steps to
strengthen the management control structure surrounding these accounts.

We updated the final report to recognize that the EPA issued its interim records
management procedure subsequent to the OIG issuing its discussion draft report.

13-P-0433 12






Appendix A

Agency Response to Draft F port
August 27,2013

MEMORAN /M

SUBJECT:  Response to the Office of Inspector General Draft Report No. OA-FY13-0113
Congressionally Requested Inquiry into the EPAs Use of Private and Alias Email
Accounts, dated July 19, 2013

FROM: Renee P. Wynn
Acting Assistant Administrator and Chief Information Officer

TO: Arthur A. Elkins, Jr.
Inspector General

Thank you for the opportunity to respond to the issues and recommendations described in Draft
Report No. OA-FYI3-0113.

Over the last several months. the agency has undertaken many important actions designed to
improve the agency's records management and preservation program. Because of the connection
between these efforts and some of the issues discussed in vour draft report, and because we
believe the report should be evaluated with an understanding of these efforts. 1 detail the efforts
below.

Improved Training on Information Management Responsibilities

The EPA has launched a multi-faceted training effort to ensure every employee at the agency
understands his or her records management responsibilities. First and foremost in the agency's
training program is mandatory training for all employees ot'the EPA on records management. On
July 31,2013, Deputy Administrator Robert Perciasepe announced the availability of this new
training. reminding employees that "records management is the daily responsibility of every EPA
employee.” The training focuses on the foundations of records management. providing guidance
on how to identify and preserve Federal records. Less than three weeks after the training was
announced - and more than @ month before the training must be completed on September 30,
2013 - over 30% of agency emplovees have already taken the training.

In addition to training for all employees. the EPA is working with the Department of Justice's
Office of Information Policy on in-depth training for the agency's Freedom of Information Act
(FOIA) professionals. The Oftice of Information Policy is the oftice within the Department of
Justice that develops guidance for Executive Branch agencies on our responsibilities under
FOIA, and is understood by government and non-government organizations alike as the
government's foremost FOIA experts. The EPA is excited to welcome DOJ for this training.
which the agency expects to conduct in September 2013.
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agency ensurce it is preserving all information subject to a litigation-based preservation

obligation. and increases consistency and efficiency at the same time. The Workgroup has also
made significant progress towards the full launch of electronic scarch and review tools that will
be used for more comprehensive and efticient information requests and document productions.

The ageney is also poised to release an "EZ Records” tool to assist emplovees with their records
management obligations. The EZ Records tool will allow employces to designate emails as
records with just one click of'a mouse. increasing the likelihood that employees will preserve
email records as soon as they are created. To help encourage use of the tool, in October 2013, the
EPA will launch an Agency-wide. mandatory training on how to capture email records using the
new EPA-developed tools for records preservation.

Response to the Draft Report

The agency has welcomed this evaluation by the Office of Inspector General. The "Agency's
Response to Report Recommendations” attachment details EPA's response to each
recommendation and provides an estimated date of completion. In addition to the responses to
the Report's specific recommendations, the agency would also like to respond to certain aspects
of the narrative portions of the report as well.

Specifically on the use of private. non-EPA email accounts, the report correctly {inds that the
agency has not "promoted or encouraged the use of private ' non-governmental’ email accounts to
conduct official government business.” In fact. the agency has taken many steps to discourage
the use of non-EPA email accounts unless necessitated by special circumstances. Since 2009, the
agency has stated both in its records training for senior ofticials and on its records intranet site
Frequently Asked Questions that EPA statf generally should not use non-government email
accounts to conduct official agency business. EPA's records officer provides this information as
part of the on-boarding process tor political appointees and senior officials in [{eadquarters. as
well as consults with Records Liaison Otficers to provide this information to officials located in
the ageney's regional ottice. We believe that the report should more clearly recognize these
previous cfforts to provide guidance on this issuce. In addition. the report does not reflect that all
employees at headquarters receive basic records management training as part of the onboarding
process, and are provided information about the extensive self-help section of the Records
Program intranet site.

The agency belicves that the report could be more helpful for our eftorts to improve our records
management program by making a clearer distinction among the types of email accounts
addressed in the report. The report uses both "private” and "personal” to describe email accounts
that are not maintained on an EPA system. We encourage the OIG to usc consistent
nomenclature in the final report. to ensure all recipients of the report understand the guidance
provided.

We also strongly encourage the OIG to more clearly distinguish between non-EPA email
accounts and "secondary” official epa.gov email accounts. Secondary epa.gov accounts arc
official government accounts that are assigned to an employee to a program within the EPA as
part of that employee's or programs official government duties. Emails sent to or from these
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This should include ensuring thar:

a. Locations” out-processing
procedures contain practices
where notitications are sent to
individuals with records
management responsibilities in a
timely manner to aid in capturing
clectronic records from separating
employees. (page 1)

does not appear to specifically
relate to private or seccondary
email accounts, the proceduare will
include a requirement that
Records Liaison Officers, Records

" Contacts and Document Control

Staff are notified 2 weceks in
advance of an emplovee’s
separation, when possible. This

- will alert the staff with specific

records management
responsibilities to aid separating
staff in capturing their records,

b. Locations include steps to have
employees search for potential
records residing within alias email
accounts that the emplovee
manages or on other electronic
media devices within the
employee’s control. (page 11)

¢. Locations have special out-
processing procedures that contain
a method for collecting records
from departing employees during
the holiday scason or times of
limited staffing. (page 11)

EPA’s National Records
Management Program, via the
Quality and Information Council's

. agency-wide Records Workgroup,

and OARM will include in the
separation process and procedures.
steps to have employees search for
potential records residing within
the secondary or group email
accounts that the employee
manages. A checklist will also be
provided which will include all
possible locations where records
(paper and electronic) might be
found.

QI FY 2014

Although this recommendation
does not appear to specifically
relate to private or secondary
cmail accounts. the EPA’s

¢ National Records Management

i Program, via the Quality and
¢ Information Council’s agency-

wide Records Workgroup. and
OQARM will include in the
separation procedure safeguards to
ensure that separating employee
information is captured during the
holiday season and othert times of
{imited staffing.

Q1 FY 2014

d. Locations update their locally
developed out-processing
checklist to ensure an area exists
for where records managers can
note their records management
certifications as required by
agency policy. (page 12)

Although this recommendation
does not appear to specifically

. relate to private or secondary

email accounts, the EPA's

. National Records Management

Program and OARM will include
in the scparation process and

| procedures an out-processing

checklist to ensure an area ¢xists

QI FY2014
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Appendix B

Distribution

Office of the Administrator

Assistant Administrator for Environmental Information and Chief Intorination Otficer
Agency Follow-Up Official (the CFO)

Agency Follow-Up Coordinator

General Counsel

Associate Administrator for Congressional and Intergovernmental Relations
Associate Administrator for External Affairs and Environmental Education

Principal Deputy Assistant Administrator for Environmental Information

Director, Office of Information Collection, Office of Environmental Information
Deputy Director, Office of Information Collection. Office of Environmental Information
Audit Follow-Up Coordinator. Office Environmental Information
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